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I am not your lawyer.

I am a lawyer.

Richard.Goldberg@GoldbergLawDC.com @GoldbergLawDC(twitter)

(except some of  you, and you already know who you are)







ñIn the event of a crash landing,

put your head between your legs... ò



ñIn the event of a crash landing,

put your head between your legs... ò

ñ...and kiss your assgoodbye.ò
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What are the risks?

Are you protected?

What can you do?



What is cloud computing?



What is cloud computing?

It doesnõt matter.



òYou canõt say civilization 
donõt advance... in every 
war, they kill you in a new 
way.ó

ñWill Rogers
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Multitenancy

Third -Party Possession

Two things
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òDear Google Docs user . . . . 

Weõve identified and fixed a bug which may 

have caused you to share some of  your 

documents without your knowledge.ó
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0.05%

4.4 million users
x             0.05%

2,200 users

. . . or 30 times the
total number of Twitter employees







ÅEstimated one million customers lose data



ÅEstimated one million customers lose data

ÅCustomers wait two weeksfor it to be restored



ÅEstimated one million customers lose data

ÅCustomers wait two weeksfor it to be restored

ÅData is two weeks old
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Voicemail transcripts from Google voice 
appear in Google search results

Google knows but doesnõt tell anyone



òHe who knows does not speak.ó
ñ Lao Tzu
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òHe who knows does not speak.ó
ñGoogle



òHe who knows does not speak.ó
ñGoogle

(and Toyota)
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Control and Transparency
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Cloud  Computing...

Å the height of  the bridge

Å the length of  the rope

Å if  the rope is made of  rope

Å if  the rope is connected to
anything but your ankles

You can only test it once:

after you jump
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Service Agreements

Collateral Dangers



Inherent Dangers

Service Agreements

Collateral Dangers

Solutions (if  any)



Inherent Dangers



Inherent Dangers



Federal Data
Protection    Laws
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Health Insurance Portability

and Accountability Act



ñBusiness Associate Agreementsò

HIPAA
Health Insurance Portability

and Accountability Act
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threats or hazardsò
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ñReasonably anticipated 

threats or hazardsò

ñBusiness Associate Agreementsò

HIPAA
Health Insurance Portability

and Accountability Act

Encryption vs. onerous 

data breach reporting
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Mirrors identity protections 

in Gramm-Leach-Bliley Act 

(banking)
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Data Accountability
And Trust Act

Mirrors identity protections 

in Gramm-Leach-Bliley Act 

(banking)

Preempts 

existing 

state law



Personal Data Privacy
and Security Act

òThis [bill] . . . provide[s] 
Americans with notice 
when they have been 
victims of  a data breach 
. . . [and] also deals with
the underlying problem 
of  lax security . . . to help 
prevent data breaches 
from occurring.ó

ɣ Sen. Patrick Leahy
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Personal Data Privacy
and Security Act

times



Itõs not just the feds...



45 states and D.C.

Itõs not just the feds...



Some are less strict than others...



òA person who owns or licenses computerized data that 
includes personal information concerning a Utah 

resident shall, when the person becomes aware of  a 
breach of  system security, conduct in good faith a 

reasonable and prompt investigation to determine the 
likelihood that personal information has been or will be 

misused for identity theft or fraud purposes.ó

ñUtah Protection of  Personal Information Act

Utah Code Ä13-44-202

Some are less strict than others...
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